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Course Title 
Open Source & Covert Online 
Investigations 

Duration One Day Investigations 

Aim 

As our world becomes more and more technology based, so should our investigations.  If you 
realise this then you’ll know that there’s a wealth of information that can be accessed directly 
from your desktop, and without jumping through the usual hoops. 

That said, there comes a point when our Open Source investigations step over a line into the 
world of covert investigation, and investigators need to know what to do when that occurs.  
Furthermore, all investigation is covered by the CPIA rules and nobody wants to fall foul of 
those! 

Come on this course to learn to get the best out of the internet.  Find out about where to go to 
get information, how to use the internet effectively and what to do if you need to delve deeper.  
You’ll wonder how you ever managed without it. 

Prerequisites None  

Outcomes Typical Content 

Describe the options for online investigations 
and how RIPA may be used to authorise certain 
of those activities. 

 The five levels of online investigation 
 Covert and overt identities 
 Open source vs. targeted investigations 
 Monitoring groups and open sites vs. personal pages 
 Covert Human Intelligence Sources  
 The forms to use for RIPA applications 

Describe how to set up and carry out open 
source enquiries effectively, whilst minimising 
the risk to yourself and the organisation. 

 Setting up a secure computer system 
 Protecting your identity – health and safety considerations 

of open source enquiries 
 Recording your online activities 

Understand how the law impacts on the 
internet, and investigation and the information 
that can be gathered 

 Public record and protected data 
 Collection and storage of data 
 Using internet information as evidence 
 RIPA and social networks 
 The Criminal Procedure and Investigations Act and the 

importance of keeping good records 

Know what information is potentially available, 
what sources of information to use and the best 
ways to investigate 

 Tracing individuals 
 Identifying and contacting ISPs 
 Email tracking & email aliases 
 Using Facebook (social networking) 
 Effective Searching  
 The boolean theory search 
 Automatic website monitoring  

Book this course now : 

Cost Price Code B 

To book this event 
Tel: 0330 022 8262 

e-mail: bookings@its-training-uk.com 

 


