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Intelligence Processes




About ITS

ITS have been in the business of providing training courses for the public and private sector since the last
century. We pride ourselves on producing top quality training courses and delivering them in a way that you
like. In addition to our well known courses in investigation, we run a full selection of investigation and personal
development training, as well as offering course design, team building and executive coaching packages.

Some things you might not know about ITS courses

©  The price you see is the price you pay — no travel and subsistence costs added on, nothing extra for
materials. Try asking some other trainers what their true costs are!

©  There is unlimited after-care. If you want advice from us a week, a month or even years after the event,
just get in touch — there’s no charge, it’s all part of the service.

©  You can talk to someone about your training, or get advice, from 9 to 5, Monday to Friday. In urgent
cases, you can normally get hold of Mike on his mobile (07905 275 656) between 8 and 6.

©  We've all done the job, in non-arrest situations, so we all know (for example) how PACE applies when
there’s no custody officer to hand.

How to create an ITS training course

Start with an idea (probably from a client — after all, they’re the ones at the sharp end) and spend a day or so
researching the idea with colleagues and others in the industry, to see if a training course is the best solution.
(Sometimes it's not — maybe a briefing or a mail-out would be better.) If the answer is yes, spend about
another day pulling together everything you can find on the subject and sifting out the rubbish. Try not to get
too frustrated at internet search engines that keep sending you to on-line pharmacies and link farms.

Now write a course plan — decide on exactly the best order in which to set out the material. Consider how tricky
each piece of information might be to retain and decide on the most appropriate method of delivery for each
section. Run the plan past your colleagues, and past a couple of investigators. Make significant changes.
Drink coffee and eat cake for energy. Come up with mnemonic acronyms, and silly rhymes that might help the
memory. Giggle to yourself over the rude one. Drink more coffee and rewrite it to keep it clean.

Make coffee for everyone in the office (you might need their assistance later) before starting to plan your
handouts. Try to slip in a couple of spelling mistakes at this stage - it gives the proof reader* something to do.
Make sure that you've included all the information that delegates need. Realise that four of the pages have
slipped over onto the next page. Swear®, drink more coffee, and fiddle with layout and font sizes until you can't
see straight any more. This stage might take a couple of days or so. Never mind, the caffeine will keep you

going.

Now write a trainer’s brief (more coffee?) and do your best to include all the questions that delegates will ask.
This is another good time to canvass opinion. Your colleagues will tell you all the awkward questions that they
can come up with, except one® . Finish off by making up flip-charts, laminates, and other aids that will help the
delegates. More coffee.

Now dry-run the course. At this stage, colleagues will ambush you with the question that they failed to mention
earlier. Sulk a bit, until someone makes you coffee. Take feedback, make changes ... now all that’s left is to
accredit the course, write and QA some tests, produce feedback sheets, get it all proof read ...

And finally ...

Our training is developed for you. That means you have to tell us what you like, what you'd like changed, what

courses you need ... so please get in touch.
© ITS Training (UK) Ltd. 2010

#... or possibly longer if he forgets to switch it off... ¢ Keep reading — we'll get to that.
* Previously bribed with coffee. Try adding a Belgian bun if she says she’s busy.
* That'll be ten pence in the swear box please!
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What is Intelligence?

ITS Training (UK) Ltd.

© ITS Training (UK) Ltd. 1999-2018

Mike Neumann
Director

Information received from the public

Bulk analysis from investigations

(c) ITS Training (UK) Ltd. 2018

Referrals from staff / partner organisations
Historic information from specific investigations

Routine analysis of processes and outcomes

Warnings from audit / risk analysis of internal processes
« Information from other investigation services

Regional and national intelligence on crime risk
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Information or Intelligence?

« Don't think that everything you get is ‘intel’.

« When it arrives, it's simply ‘information’.

« It has to be examined, researched and graded before it
can be considered to be intelligence.

« Once developed, it can be :
- disseminated as intelligence (or not...)
~ developed further as intelligence
— converted to evidence

© ITS Training (UK) Ltd. 1999-2017 @

Intelligence Reports

These might :

« address a single suspect ;
« address a crime with multiple suspects ;
. identify a system or person, likely to be the victim of crime ;

« identify a pattern of crime that is currently (or has been)
occurring ; or

« anticipate potential issues arising from know or expected
changes to demographics, systems or other matters.

One set of information can lead to several reports!

© ITS Training (UK) Ltd. 1999-2018

(c) ITS Training (UK) Ltd. 2018



Intelligence Processes

What is an Intelligence Officer?

Appointed to :

« organise the acquisition of information ;
manage information provided to the section ;

review information and assess its value and usefulness ;

combine and research information, in order to develop it ;
create intelligence reports, assessing/grading appropriately ;

handle the flow of intelligence through the unit; and

disseminate intelligence as required.

© ITS Training (UK) Ltd. 1999-2018

Skill-set

Likely to include :

« understanding the relationship between information and
intelligence ;

« good knowledge of investigation law ;
. excellent communication skills ;
great liaison with other intelligence teams ;

using open sources and facilitating law to gather information ;

combining information in a logical manner ; and
identifying and preparing evidence

© ITS Training (UK) Ltd. 1999-2018
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And Also...

« Agood intelligence officer must be alert to local risk and must
ensure that are alert to any incoming threats.

« Agood intelligence officer must understand the entire
National Intelligence Model (not just Intelligence Grading) and
the principles behind County Lines — that criminals are not
bounded by geographical or business areas — it's key to
appropriate consideration, and dissemination, of intelligence.

« They can write concise and compelling reports.

« Intelligence Officer is NOT an euphemism for assistant
investigator - it is a profession in its own right.

©ITS Training (UK) Ltd. 1999-2018

Intelligence Considerations

. Ifintelligence is handled by the investigators, is it
combined or used as a referral?

. Ifthere are a number of sections handling intelligence,
what gets missed?

« Isrisk increased if a number of staff are involved in Open
Source investigations?

« Do investigators and intelligence officers have the same
skills?

« Do investigators have the same behaviours as intelligence
staff?

© ITS Training (UK) Ltd. 1999-2018
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Intelligence Flow

Intelligence Led?

Informacquired comes into the section / is acquired
Information logged and retained appropriately
Consideration of value and risk of the information
Decision on required outcomes (type(s) of report)
|dentification of sources of further information / data
Development of information into intelligence
Addition of evidence to reports, when appropriate

Correct dissemination of reports / allocation of investigation

cases

© ITS Training (UK) Ltd. 1999-2018

« Proactive, reactive or intelligence led?
« Can we cope with every referral that lands?

‘Allegation only’ or ‘holistic’ investigations?

« A number of single cases or one ‘linked’ investigation?
« Avoiding being used as a blunt instrument?
« After the event or pre-emptive strike?

(c) ITS Training (UK) Ltd. 2018
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Uses

. To initiate an investigation

« To suggest the direction an investigation takes

« To point you towards a source of evidence

« To develop until it is usable evidence
« To inform you of future risk

« To decide on the depth or status of an investigation

« To help weed out inappropriate investigations

© ITS Training (UK) Ltd. 1999-2018

‘Five Eyes’ Model

X2 Intelligence development — for the mo...

X2 Investigate — a full investigation

+ Intervene — jimited investigation / prevent
completion of action

= Interru pt — disrupt their behaviour — make it
hard for them to continue

» In the bin - iirs rubbish, bin it! (...but save
the intel, just in case...)

© ITS Training (UK) Ltd. 1999-2018
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Everything must be
appropriately
investigated but this
doesn’'t mean fully
investigated.

Use intelligence to help
place the investigation
in the correct category.

This important if you
ever need to justify why
you did (or didn’t) act in
a certain way!

I
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What is ‘Open Source’?

If it is available to the public, either for free or by paying a
fee, it's Open Source.

« Information contained in news websites and the like.
« Things people post about themselves or each other.
. Trails that people leave lying around whilst on the net.

. Data that is indexed (by search engines such as Google)
or that is not indexed but is publicly available.

« Everything in print — books, papers, magazines, lists...
« An site that anyone can access (like social networks)
« Sites that you need to pay for (such as 192.com)

©ITS Training (UK) Ltd. 1999-2018

Centralised Open Source?

Open source investigations are a specialist area.
« Obfuscated identities (health and safety)?

« System protection (identification and virus &c.?

« Open source or covertly investigating?

. Large volumes of CPIA Unused Material - kept how?
« Evidence — how to prepare it for use?

© ITS Training (UK) Ltd. 1999-2018

(c) ITS Training (UK) Ltd. 2018
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Protecting the Organisation, the

]
Investigation and Yourself!

« Some sites openly show you who’s been looking...

« Some sites claim not to show (but do they?)

« Some sites install malware and cookies

« Some sites gather information from you covertly
« Some sites sell data they've gathered

« Some sites put you at risk of viruses

« Some sites will record your ip address and then actively
attack you

©ITS Training (UK) Ltd. 1999-2018

Protecting the Organisation, the
Investigation and Yourself!

« Ensure all operating systems are fully updated

Use good virus protection

Make sure your firewall works
Log on via a virtual private network

Never use your personal profile

Consider a separate ip address that doesn’t track back to
your organisation

« If possible use a dedicated, stand-alone network for all
open source and investigative work on the web.

© ITS Training (UK) Ltd. 1999-2018
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To RIPA or not to RIPA
If you are View information & View information &
monitoring... No personal contact Communicate with ‘S’

Public profile / page, So this is Covert

no permission

needed to view Opeq Source, Hu_man
right? Intelligence

Source...

Private profile / Covert Covert

page, permission

(‘friend request’ or Hulman Hu_man

similar) needed to Intelligence Intelligence

view Source... Source...

© ITS Training (UK) Ltd. 1999-2018 @

To RIPA or not to RIPA

If you are View information
monitoring No personal contact
someone...

page,

needed to view

Public profile/ | - Are you just looking, in order to
No permission | S€€ if anything is there (O.S.)

are you watchin_g the space and
collecting information about what
they are doing (D.S.)?

or

© ITS Training (UK) Ltd. 1999-2018 @
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But We Can’t Use RIPA!

o Fillin a form ; it will probably look like a RIPA form ; it
could even be a RIPA form endorsed ‘NON-RIPA'.

« Make sure that you have justified the necessity and
proportionality of your operation.

« Take it to a suitable person for authorisation — someone
who understands how to assess these things. (If you're a
public body, this will probably be a RIPAAO...)

« Ensure someone keeps a central record.

©ITS Training (UK) Ltd. 1999-2018

Best Practice

« Intelligence officers carry out open source enquiries as part
of the intelligence development process.

« Useful information is included in the intelligence report.

. Evidence is identified as such and given an exhibit
reference number ; it can be formally exhibited later, if the
case goes to trial.

« Unused material is retained electronically by the 10 and
listed as part of the ongoing disclosure process.

« Any follow up required by the investigator is requested in
writing from, and carried out by, the 10.

© ITS Training (UK) Ltd. 1999-2018

(c) ITS Training (UK) Ltd. 2018
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Comms Data

« ‘Comms Data’ is a great source of information for developing
intelligence.

« The Investigatory Powers Act has been enacted ; it will
change how some of you access ‘Comms Data’.

« If you want Information about a communication, you MUST
use the RIPA.

« Powers (PoSHFA and LCTRS, for example), will not suffice.

© ITS Training (UK) Ltd. 1999-2018

Financial Data

« Normally obtained using the schedule 2, sections 2(1) / 5(3)
gateway

« Bank accounts / credit checks / &c
« Interesting on its own...

o ...but how can it be developed?

— Linked accounts
— What was purchased with credit?
— What'’s on the bank statement?

© ITS Training (UK) Ltd. 1999-2018 @
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Developing Intelligence

« Linked accounts =» close associate identified =» facebook
profile located =» UK-OSINT tool identifies recent photos
=» photo-location tool =» current location of suspect...

« Credit used to settle debt with supplier =» supplier confirms
ongoing business relationship =» previously unknown
business partner identified =» credit check on newly
identified partner...

« Bank statements =» transactions =» shop =» loyalty card
=>» other shops used =» other payment methods =» new
shop =» cctv =» proof of association =» ...

©ITS Training (UK) Ltd. 1999-2018

... Why Not Go Holistic?

In general, those who take the opportunity to break the law
in one area will do the same again...

Investigating a person is (mostly) finding out general stuff
about them...

...often only a relatively small part is specific to the
investigation...

...80 Why not examine every relevant area, just to see if...

The extra cost involved is very small, compared to the
potential returns!

© ITS Training (UK) Ltd. 1999-2018

(c) ITS Training (UK) Ltd. 2018
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Any questions?
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Contact Us

info@its-training-uk.com
www.its-training-uk.com*
0330 022 8262

*Slides available here

© ITS Training (UK) Ltd. 1999-2017 @

(c) ITS Training (UK) Ltd. 2018



ining prouadly presents...

Two Brand New Qualifications
in

Intelligence

Welcome to the
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ACCREDITED QUALIFICATION

Professional Certificate in Intelligence Handling
&

Professional Diploma in Intelligence Management
Individual units are also available in ‘Intelligence Acquisition and Handling’ and ‘Advanced Intelligence’.

These qualifications provide those working in the field of information and intelligence in criminal investigations with the
knowledge and skills required in order to lawfully and efficiently acquire, develop, manage and disseminate intelligence.
They also cover the topics of fraud risk, policy and procedure and the ‘Fraudit’. Delegates undertaking the Professional
Diploma will also consider supervisor duties, referral management, briefings and training sessions, and management
skills. Holders of the Professional Certificate or Diploma will also have demonstrated competence in underpinning
investigation, interviewing and statement writing skills.

Delegates who are new to the field will undertake up to 225 hours blended learning (a mix of distance learning,
classroom sessions and guided assignments) in order to obtain their qualification. More experienced delegates may
undertake part or all of the qualification by assessment / accreditation or prior learning

This course provides delegates with the skills to conduct investigations in a planned, methodical, lawful and
expedient way. They'll understand the different methods of investigation and the best ways to gather information.
They will learn how to plan efficient investigations, and understand relevant enabling legislation.

Witness statements are a key investigative duty. Delegates learn about the rules for evidence and understand what
is and isn't admissible. They explore what makes a witness reliable or not and so when not to take a statement.
They discuss writing effectively and in an active way, to make the statement engaging and how to cover witness
credibility.

How do you get someone to talk to you? How do you make sure that you cover all the things you wanted to? What's
the best way to ask a question? How do you decide what things to ask about and when? How do you know if they're
telling you the truth? How do you keep control of the interview? Knowing the answer to these things will make the
difference between just an interview, and an investigative interview by a trained investigator.

This course covers three key skill-sets. First, the differences, and overlaps, between information, intelligence and
evidence. Second, how to combine elements that you know to create meaningful intelligence reports. Third, grading
and handling intelligence in accordance with the National Intelligence Model. This course provides a solid foundation
to those pursuing a career in intelligence.




There’s a wealth of information that can be accessed directly as ‘Open Source’; added to this is the wealth of ‘closed
source’ Communications Data — data that is available, as long as the correct procedures are followed. This course
will give delegates the skills and knowledge to obtain communications data using the RIPA / Investigatory Powers Act
procedures. They'll learn what impact the IPA has on extant powers and will explore the use of Open Source
information.

Come on this course to learn to get the best out of Open Source and Communications Data. It also covers where to
go to get information, how to use the internet effectively and who to ask if you need more.

This course includes all delegates need in order to recruit, manage and task a Covert Human Intelligence Source.
Revising the Regulation of Investigatory Powers Act, the course moves on to look at the different types of CHIS that
may be encountered and the codes of practice that apply, focussing on the most common current CHIS - the online
officer.

This course covers all delegates need to know in order to examine the organisation’s exposure to fraud risk.
Delegates will explore fraud risk indicators and understand the interplay of policies, processes and personnel with
management and external factors. They'll discuss ‘attitudes surveys’ and the correct use of bulk data. A
comprehensive course, this event also considers the relationship between investigation, intelligence and audit, looks
at how proactive investigations fit into the model and covers the Fraudit.

Delegates will learn how to analyse historical data alongside extant intelligence to develop a clear picture of current
and emerging crime trends in the scope of the investigation team. They'll cover the rules surrounding use and
sharing of large data-sets, and discuss how these can be used in a data warehouse or with other software solutions.
The training includes Crime Pattern Analysis, proactive investigations and the National Intelligence Model.

Add four more for the Professional Diploma :

This course is designed for all officers involved in supervising investigations as either a line manager or an ad hoc
investigation lead, and covers the sensible steps that a good supervisor should take during an investigation, in order
to keep a reasonable level of control on the actions of junior officers.

In today’s reality of investigation management, investigating everything is simply not an option. Resources are limited
and, with the quantity of data available to us, there is an overload of information and intelligence.

Handled well, the quantity of referrals can lead to a high number of good quality investigations, coupled with a solid
strand of income generating enforcement / intervention activity ; handled badly the team drowns under the
pressure...

Supervising, in accordance with the law, is only half the story. Unless the team is on your side and supporting you,
they’re not going to do a good job!

So what makes a good team? How do they evolve and interact, and how can you nudge this along in the right
direction? How can you motivate all those different personalities, so that they do what you need them to? Why is
that person so good at that skill and why is the correct question actually “How is that person so good at that skill?”

A key part of running a team is the ability to get your message across. This might be internally to the team, internally
to the organisation, to partners, to the courts... the list goes on and on!

There’s no single right way to do it — what matters is getting your message across in a way that will engage your
audience. To do this, you need a variety of methods and a good understanding of when to use each.

This event will give you some tools for your tool box and help you design sessions and written releases that will give
you the edge!






