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We’ll Cover…

1. Information, Intelligence or Evidence? ; 

2. Uses for intelligence ;

3. The growing importance of Open Source and its relationship 
with RIPA ;

4. The authorisation of covert techniques when RIPA is not 
available ;

5. Open sources of information ; and

6. Closed sources of information.
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                         proudly presents… 
 

Two Brand New Qualifications 
in 

Intelligence  
 

Welcome to the 

 

Professional Certificate in Intelligence Handling 
& 

Professional Diploma in Intelligence Management 
Individual units are also available in ‘Intelligence Acquisition and Handling’ and ‘Advanced Intelligence’. 
 
These qualifications provide those working in the field of information and intelligence in criminal investigations with the 
knowledge and skills required in order to lawfully and efficiently acquire, develop, manage and disseminate intelligence.  
They also cover the topics of fraud risk, policy and procedure and the ‘Fraudit’.  Delegates undertaking the Professional 
Diploma will also consider supervisor duties, referral management, briefings and training sessions, and management 
skills.  Holders of the Professional Certificate or Diploma will also have demonstrated competence in underpinning 
investigation, interviewing and statement writing skills. 
 
Delegates who are new to the field will undertake up to 225 hours blended learning (a mix of distance learning, 
classroom sessions and guided assignments) in order to obtain their qualification.  More experienced delegates may 
undertake part or all of the qualification by assessment / accreditation or prior learning  
 
 

The Law and Preliminary Investigations Price Code B 
This course provides delegates with the skills to conduct investigations in a planned, methodical, lawful and 
expedient way.  They’ll understand the different methods of investigation and the best ways to gather information.  
They will learn how to plan efficient investigations, and understand relevant enabling legislation. 

 

Quality Witness Statements Price Code A 
Witness statements are a key investigative duty.  Delegates learn about the rules for evidence and understand what 
is and isn’t admissible.  They explore what makes a witness reliable or not and so when not to take a statement.  
They discuss writing effectively and in an active way, to make the statement engaging and how to cover witness 
credibility. 

 

Investigative Interviewing Price Code E 
How do you get someone to talk to you?  How do you make sure that you cover all the things you wanted to?  What’s 
the best way to ask a question?  How do you decide what things to ask about and when?  How do you know if they’re 
telling you the truth?  How do you keep control of the interview?  Knowing the answer to these things will make the 
difference between just an interview, and an investigative interview by a trained investigator.   

 

Introduction to Intelligence Price Code B 
This course covers three key skill-sets.  First, the differences, and overlaps, between information, intelligence and 
evidence.  Second, how to combine elements that you know to create meaningful intelligence reports.  Third, grading  
and handling intelligence in accordance with the National Intelligence Model.  This course provides a solid foundation 
to those pursuing a career in intelligence. 

 



Open Source and Communications Data Acquisition  Price Code B 
There’s a wealth of information that can be accessed directly as ‘Open Source’ ;  added to this is the wealth of ‘closed 
source’ Communications Data – data that is available, as long as the correct procedures are followed.  This course 
will give delegates the skills and knowledge to obtain communications data using the RIPA / Investigatory Powers Act 
procedures.  They’ll learn what impact the IPA has on extant powers and will explore the use of Open Source 
information.  
Come on this course to learn to get the best out of Open Source and Communications Data.  It also covers where to 
go to get information, how to use the internet effectively and who to ask if you need more.  

 
 

RIPA – Managing Human Intelligence Sources Price Code B 
This course includes all delegates need in order to recruit, manage and task a Covert Human Intelligence Source.   
Revising the Regulation of Investigatory Powers Act, the course moves on to look at the different types of CHIS that 
may be encountered and the codes of practice that apply, focussing on the most common current CHIS – the online 
officer. 

 

Identifying Fraud Risk Price Code B 
This course covers all delegates need to know in order to examine the organisation’s exposure to fraud risk.  
Delegates will explore fraud risk indicators and understand the interplay of policies, processes and personnel with 
management and external factors.  They’ll discuss ‘attitudes surveys’ and the  correct use of bulk data.  A 
comprehensive course, this event also considers the relationship between investigation, intelligence and audit, looks 
at how proactive investigations fit into the model and covers the Fraudit. 

 

Intelligence Development Price Code B 
Delegates will learn how to analyse historical data alongside extant intelligence to develop a clear picture of current 
and emerging crime trends in the scope of the investigation team.  They’ll cover the rules surrounding use and 
sharing of large data-sets, and discuss how these can be used in a data warehouse or with other software solutions.  
The training includes Crime Pattern Analysis, proactive investigations and the National Intelligence Model. 

 
 

Add four more for the Professional Diploma : 
 

Supervising Investigations Price Code A 
This course is designed for all officers involved in supervising investigations as either a line manager or an ad hoc 
investigation lead, and covers the sensible steps that a good supervisor should take during an investigation, in order 
to keep a reasonable level of control on the actions of junior officers. 

 

Referral Management  Price Code A 
In today’s reality of investigation management, investigating everything is simply not an option.  Resources are limited 
and, with the quantity of data available to us, there is an overload of information and intelligence. 
Handled well, the quantity of referrals can lead to a high number of good quality investigations, coupled with a solid 
strand of income generating enforcement / intervention activity ;  handled badly the team drowns under the 
pressure… 

 

Managing Your Team Price Code A 
Supervising, in accordance with the law, is only half the story.  Unless the team is on your side and supporting you, 
they’re not going to do a good job! 
So what makes a good team?  How do they evolve and interact, and how can you nudge this along in the right 
direction?  How can you motivate all those different personalities, so that they do what you need them to?  Why is 
that person so good at that skill and why is the correct question actually “How is that person so good at that skill?” 

 
Presentation Skills Price Code E 
A key part of running a team is the ability to get your message across.  This might be internally to the team, internally 
to the organisation, to partners, to the courts…  the list goes on and on! 
There’s no single right way to do it – what matters is getting your message across in a way that will engage your 
audience.  To do this, you need a variety of methods and a good understanding of when to use each. 
This event will give you some tools for your tool box and help you design sessions and written releases that will give 
you the edge! 
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Information or Intelligence?

 Don’t think that everything you get is ‘intel’.

 When it arrives, it’s simply ‘information’.

 It has to be examined, researched and graded before it 
can be considered to be intelligence.

 Once developed, it can be :

 disseminated as intelligence (or not…) 

 developed further as intelligence

 converted to evidence

© ITS Training (UK) Ltd. 1999-2017© ITS Training (UK) Ltd. 1999-2017

Uses

 To initiate an investigation

 To suggest the direction an investigation takes

 To point you towards a source of evidence

 To develop until it is usable evidence

 To inform you of future risk

 To decide on the depth or status of an investigation

© ITS Training (UK) Ltd. 1999-2017
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‘Four Eyes’ Model

Everything must be 
appropriately
investigated but this 
doesn’t mean fully
investigated.  

Use intelligence to help 
place the investigation 
in the correct category.

This important if you 
ever need to justify why 
you did (or didn’t) act in 
a certain way!

© ITS Training (UK) Ltd. 1999-2017

 Investigate – a full investigation

 Intervene – (minimal) enquiries and a 

written declaration

 Interrupt – make it hard for the person 

to continue

 In the bin – if it’s rubbish, bin it! (…but 

save the intel, just in case…)

C.Y.A.

If you’re spending a lot of time on the internet, you 
risk challenge for what you’re doing

 Working or surfing?

 Open source or covertly investigating?

 Proportionate or intrusive?

 Unused material – keeping or disposing?

 Evidence – reliable or altered?

Keep records of everything you do online.

© ITS Training (UK) Ltd. 1999-2017
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What is ‘Open Source’?

If it is available to the public, either for free or by paying a 
fee, it’s Open Source.

 Information contained in news websites and the like.

 Things people post about themselves or each other.

 Trails that people leave lying around whilst on the net.

 Data that is indexed (by search engines such as Google) 
or that is not indexed but is publicly available.

 Everything in print – books, papers, magazines, lists…

 An site that anyone can access (like social networks)

 Sites that you need to pay for (such as 192.com)

© ITS Training (UK) Ltd. 1999-2017

Web Search Engines

 Google, Yahoo, Everyclick, Ask…

 They don’t search the web - they only search their indexes.

 They only index sites that are submitted for search.

 These sites are called the Surface Web.

 Many engines rely on the website creator to set the Meta Tags 
that are used to index.

 Unless you use advanced searching, you may drown in the 
results.

 You may get better results from Metasearch Engines such as  
WebCrawler and HotBot.

© ITS Training (UK) Ltd. 1999-2017
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The Deep Web

 Every site that no search engine will find is part of the 
‘Deep Web’. 

 Search engines will find only around 100 billion pages. 
(10 x 1010)

 The deep Web consists of around 10 Petabytes. (10 x 
1015 bytes)

 Even allowing for 1000 bytes per page, this means the 
Deep Web makes up over 99% of the internet!

 You need something like TAILS to access the deep web. 

© ITS Training (UK) Ltd. 1999-2017
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Deep Web Searching

 http://aip.completeplanet.com

 http://www.infoplease.com

 http://www.deepwebtech.com

 https://pipl.com

 https://archive.org

 http://www.search-im-info.com

 www.peekyou.com

 www.mylife.com/UK
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I Was Never Here…

Consider using anonymisers for visiting sites, so that you 
leave no traceable footprint.  These include :

 www.the-cloak.com 

 www.anonymouse.org 

 www.hidemyass.com

 www.all-nettools.com/toolbox/anonymous-surfing.php

 Hoxx VPN (add on for Firefox)

Protecting the Organisation, the 
Investigation and Yourself!

 Some sites openly show you who’s been looking...

 Some sites claim not to show (but do they?)

 Some sites install malware and cookies

 Some sites gather information from you covertly

 Some sites sell data they’ve gathered

 Some sites put you at risk of viruses

 Some sites will record your ip address and then actively 
attack you

© ITS Training (UK) Ltd. 1999-2017
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Protecting the Organisation, the 
Investigation and Yourself!

 Ensure all operating systems are fully updated

 Use good virus protection

 Make sure your firewall works

 Log on via a virtual private network

 Never use your personal profile

 Consider a separate ip address that doesn’t track back to 
your organisation

 If possible use a dedicated, stand-alone network for all 
open source and investigative work on the web.

© ITS Training (UK) Ltd. 1999-2017

Some Great Internet ‘Open Sources’

 UK Electoral Roll Databases 
 Credit Reference Agencies / Information 
 Genealogy Sites 
 Re-United Sites 
 Networking (Social) Sites 
 Video Related Sites 
 Company Information 
 UK Profession & Licencing Sites 
 Networking (Business) Sites
 Shopping Sites
 Auction Sites

© ITS Training (UK) Ltd. 1999-2017
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Access the ITS List

 Visit www.its-training-uk.com/open-source
 Enter the password
 Click through to any of the sites you wish to visit
 Use the comment box at the foot of the page to 

report any broken links or to add your own 
suggestions

 Share freely but ONLY with investigation and 
enforcement professionals please!

© ITS Training (UK) Ltd. 1999-2017

Useful Tools

So you can’t get into a person’s profile?  Try www.uk-osint.net/

The tools include :

 Domain tools

 Tools for accessing photo sites

 Social Network search tools, including utilities for Twitter

 Loads of Facebook ‘bits and bobs’

 A selection of useful apps

 Links to some useful software

 Bedtime reading (!)

 Privacy checker (use it!)

© ITS Training (UK) Ltd. 1999-2017
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FaceBook Bits

 Facebook Friend / People Finder and Account ID Number
 Links between your subject and Photos, Videos, Articles, 

Groups & Posts
 Links between your subject and Places &c. 
 Friends Since, Number Of Mutual Friends & Comments &c 
 Total Mutual Friends 
 Photos
 Videos
 Articles & Groups
 Pages & Postings
 Places & Events

© ITS Training (UK) Ltd. 1999-2017

FaceBook – Person Finder

© ITS Training (UK) Ltd. 1999-2017

Variables you can choose :
 Name
 Likes
 Lives
 Visited
 Employer 
 Job 
 Language
 Education
 Friends with
 Age
 Gender
 Interested in
 Relationship status
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Social Networking

Look as much as you like…

 People post the minutiae of their lives.

 Profiles may be visible without log in.

 Privacy settings change, leaving accounts unlocked.

 You can go back through a person’s life history.

 You may find photographs and / or video.

 Family details may be disclosed.

 Just because it’s there, doesn’t mean it’s true!

…but is it surveillance?

en.wikipedia.org/wiki/List_of_social_networking_websites
has a (fairly) full list of social sites 

© ITS Training (UK) Ltd. 1999-2017
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Covert Techniques – Directed Surveillance

Surveillance is covert if, and only if, it is carried out in a way that is 
designed to make sure that subjects of the surveillance are unaware 
that it is taking place.  It is directed if it is covert but not intrusive and is 
undertaken :

 for the purpose of a specific investigation or a specific operation ;

 in a way that is likely to get private information about a person 
(whether or not one specifically identified for the purposes of the 
investigation or operation) ; and 

 not as an immediate response to events or circumstances about 
which you could not reasonably be expected to get an authorisation 
for the carrying out of the surveillance.
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Covert Techniques – CHIS

A Covert Human Intelligence Source is someone who, at 
your request, establishes or maintains a personal or other 
relationship with a person for the covert purpose of facilitating 
the doing of either of the following :

 covertly using such a relationship to obtain information or 
to provide access to any information to another person ; or 

 covertly disclosing information obtained by the use of such 
a relationship or as a consequence of the existence of 
such a relationship.

© ITS Training (UK) Ltd. 1999-2017

To RIPA or not to RIPA

© ITS Training (UK) Ltd. 1999-2017

If you are 
monitoring…

View information &
No personal contact

View information &
Communicate with ‘S’

Public profile / page, 
no permission 
needed to view

So this is 
Open Source, 

right? 

Covert
Human

Intelligence
Source…

Private profile / 
page, permission 
(‘friend request’ or 
similar) needed to 
view

Covert
Human

Intelligence
Source…

Covert
Human

Intelligence
Source…
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To RIPA or not to RIPA

© ITS Training (UK) Ltd. 1999-2017

If you are 
monitoring 
someone…

View information
No personal contact

Public profile / 
page,
No permission
needed to view

Are you just looking, in order to 
see if anything is there (O.S.)

or
are you watching the space and 

collecting information about what 
they are doing (D.S.)?

To RIPA or not to RIPA

© ITS Training (UK) Ltd. 1999-2017

If you are a public body that is 
investigating someone…

…then…

…whose behaviour amounts to offences 
against a public body’s core business, 
and the sentence for that could be six 
months imprisonment or greater (or the 
offence involves selling booze or fags to 
kids)…

…you may use RIPA to authorise your 
actions.

…whose behaviour amounts to offences 
that are not against a public body’s core 
business, or if the sentence for that 
does not equal or exceed six months 
imprisonment (or if you are not a public 
body)…

…you may not use RIPA to authorise your 
actions.

You will have to use a ‘non-RIPA’ process, to 
authorise covert techniques, if you wish to 

minimise the risk of having evidence 
excluded.
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Non-RIPA Authorisations

 You don’t need RIPA authorisation in order to use intrusive 
techniques.

 If RIPA is not available, you can still do surveillance or use 
a CHIS, you just need a different way to show it is 

Proportionate, Lawful, Accountable & Necessary.

 Inspectors from the OSC have recognised this and are 
now asking to see ‘Non-RIPA’ records, alongside the RIPA 
records.

© ITS Training (UK) Ltd. 1999-2017

The Investigatory Powers Tribunal

 “Although RIPA provides a framework for obtaining 
internal authorisations of directed surveillance (and other 
forms of surveillance), there is no general prohibition in 
RIPA against conducting directed surveillance without 
RIPA authorisation.  RIPA does not require prior 
authorisation to be obtained by a public authority in order 
to carry out surveillance.  Lack of authorisation under 
RIPA does not necessarily mean that the carrying out of 
directed surveillance is unlawful.”

(Case No: IPT/03/32/H – 14th November 2006)

© ITS Training (UK) Ltd. 1999-2017
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Non-RIPA Surveillance

 Fill in a form ; it will probably look like a RIPA form ; it 
could even be a RIPA form endorsed ‘NON-RIPA’.

 Make sure that you have justified the necessity and 
proportionality of your operation.

 Take it to a suitable person for authorisation – someone 
who understands how to assess these things ; this will 
probably be a RIPA AO.

 Ensure someone keeps a central record ; maybe the RIPA 
Monitoring Officer…

© ITS Training (UK) Ltd. 1999-2017

Closed Data Sources

 A closed source is one to which access is limited

 It’s not closed if anyone can pay to get access

 If you are going to access a closed data source, there is a 
presumption that the subject’s right to privacy (ECHR Art. 
8) is to be breached

 You may only do this if you’ve PLANned

 You must have a data-protection exemption

 Be certain that you actually need the information

 Keep records of the decision-making process

© ITS Training (UK) Ltd. 1999-2017
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Internal Data Sources

 You may already hold loads of data about your subject

 Your organisation is probably a single data-controller

 You must tell people what use you will make of the data 
you collect, when you collect it

 You may access data, as long as it is lawful secondary use

 Be careful that you do not go too far

 Think about dissemination safeguards

 What if the data wasn’t originally yours?

© ITS Training (UK) Ltd. 1999-2017

Comms Data

 ‘Comms Data’ is a great source of information for developing 
intelligence.

 The Investigatory Powers Act has been enacted (but is not 
yet fully in force) ;  it will change how some of you access 
‘Comms Data’.

 If you want Information about a communication, you MUST 
use the RIPA, once the relevant parts of the IPA are in force. 

 Extant powers (PoSHFA and LCTRS, for example), will not 
suffice.

© ITS Training (UK) Ltd. 1999-2017
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Financial Data

 Normally obtained using the 29(3) / 35(2) gateway

 Bank accounts / credit checks / &c

 Interesting on its own…

 …but how can it be developed?

 Linked accounts

 What was purchased with credit?

 What’s on the bank statement?

© ITS Training (UK) Ltd. 1999-2017

Developing Intelligence

 Linked accounts  close associate identified  facebook
profile located  UK-OSINT tool identifies recent photos 
 photo-location tool  current location of suspect…

 Credit used to settle debt with supplier  supplier confirms 
ongoing business relationship  previously unknown 
business partner identified  credit check on newly 
identified partner…

 Bank statements  transactions  shop  loyalty card
 other shops used  other payment methods  new 
shop  cctv  proof of association  …

© ITS Training (UK) Ltd. 1999-2017
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…Why Not Go Holistic?

 In general, those who take the opportunity to break the law 
in one area will do the same again…

 Investigating a person is (mostly) finding out general stuff 
about them…

 …often only a relatively small part is specific to the 
investigation…

 …so why not examine every relevant area, just to see if…

 The extra cost involved is very small, compared to the 
potential returns!

© ITS Training (UK) Ltd. 1999-2017
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Contact Us

 info@its-training-uk.com

 www.its-training-uk.com

0330 022 8262

 enquiries@its-staffing.com

 www.its-staffing.com

 mike@SkyBlueConferences.uk

 www.SkyBlueConferences.uk




